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We have made some changes to your policy document. These amendments have been made to reflect changes in data privacy regulations. 
In addition we have also taken the opportunity to add new cover to your wording.

The amended wording will apply from the Policy renewal date.

A summary of the key changes is detailed below.

Amendments made to policy cover
The following cover is added into Business Interruption Insurance - Extensions

Non Damage Denial Of Access
Loss resulting from interruption to or interference with the  Business at the Premises as a result of the suspected or actual presence of an 
incendiary or explosive device within a 1 mile radius of the Premises commencing during the Period of Insurance that prevents or hinders 
access to the Premises. 

What is not Covered

1 Any loss during the first 48 hours.

2 Any amount in excess of £5,000 any one loss or in any one Period of Insurance.

Changes made as a result of the introduction of the General Data Protection Regulation
As a result of the introduction of the General Data Protection Regulation, changes have been made to this policy. 

The How We Use Your Information section has been amended as follows:

HOW WE USE YOUR INFORMATION

Please read the following carefully as it contains important 
information relating to the details that you have given us. You should 
show this notice to any other party related to this insurance.

Your privacy is important to us and we are committed to keeping it 
protected. We have created this Customer Privacy Notice which will 
explain how we use the information we collect about you and how 
you can exercise your data protection rights. This Privacy Notice will 
help you understand the following:

Who are we?
We are Royal & Sun Alliance Insurance plc (RSA), a member of the 
RSA Group of companies. We provide commercial and consumer 
insurance products and services under a number of brands. 

Why do we collect and use your personal 
information?
As an insurer, we need your personal information to understand 
the level of insurance cover you require. We’ll use this information 
(e.g. your name, address, telephone number and email address) to 
communicate with you and if you have agreed.

We need to use your information to create a quote for you, allowing 
you to buy insurance products from us. When buying a product from 
us, you’ll also need to provide us with details about the items you 
wish to be covered by the insurance. 

We may need to check your information with external  
companies/organisations (e.g. the DVLA, the Motor Insurance 
Database, credit reference agencies and criminal conviction checks.) 
When buying certain products, sometimes we will ask for special 
categories of personal data (e.g. driving offences for motor insurance, 
medical records in case of injury). 

Once you become a customer, we’ll need to take your payment 
details to set up your cover. This could be direct debit, credit or debit 
card information. 

If you need to claim against your insurance policy, we will need to 
collect information about the incident and this may be shared with 
other selected companies to help process the claim. If other people 
are involved in the incident, we may also need to collect additional 
information about them which can include special categories of 
personal data (e.g. injury and health data). 

In submitting an application, we may be provided with equivalent 
or substantially similar information relating to other proposed 
beneficiaries under the policy. You agree that you will bring this 
Privacy Notice to the attention of each beneficiary at the earliest 
possible opportunity.

Data protection laws require us to meet certain conditions before 
we are allowed to use your personal information in the manner 
described in this Privacy Notice. To use your personal information, 
we will rely on one or more of the following grounds:

• Performance of contract: We need to use your personal 
information in order to provide you with the policy (which is a 
contract of insurance between you and us), and perform our 
obligations under it (such as making payments to you in respect 
of a claim made under the policy).

• Consent: In certain circumstances, we may need your consent 
unless authorised by law in order to use personal information 
about you which is classed as “special categories of personal data”. 

• Necessity to establish, exercise or defend legal claim: If you,  
or we, bring a legal claim (e.g. a court action) against the other, 
we may use your information in either establishing our position, 
or defending ourselves in relation to that legal claim. 

• Compliance with a legal obligation: Where laws or regulations 
may require us to use your personal information in certain ways. 

• Legitimate Interests: We will also process your personal 
information where this processing is in our “legitimate interests”. 
When relying on this condition, we are required to carry out a 
balancing test of our interests in using your personal information 
(for example, carrying out analytical research), against the 
interests you have as a citizen and the rights you have under 
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data protection laws. The outcome of this balancing test will 
determine whether we can use your personal information 
in the ways described in this Privacy Notice. We will always 
act reasonably and give full and proper consideration to your 
interests in carrying out this balancing test.

Where else do we collect information about you?
We will receive details about you from other people or companies. 
For example:

• Given to us by someone who applied for an insurance product 
on your behalf (e.g. an insurance broker) where you have given 
them the permission to do so; or

• Lawfully collected from other sources (e.g. Motor Insurance 
Database, Claims and Underwriting Exchange or fraud 
prevention databases) to validate the information you have 
provided to us.

We request those third parties to comply with data protection laws 
and to be transparent about any such disclosures. If you would like 
some further information, please contact us.

Will we share your personal information with  
anyone else?
We do not disclose your information outside of the RSA Group 
except:

• Where we need to check the information provided to us before 
we can offer you an insurance product (e.g. reference agencies);

• Where we are required or permitted to do so by law or relevant 
regulatory authority (e.g. financial crime screening, fraud 
detection/prevention);

• Where we provide insurance services in partnership with other 
companies;

• In the event that we are bought or we sell any business or 
assets, in which case we will disclose your personal information 
to the prospective buyer of such business or assets;

• As required to enforce or apply this Privacy Notice, or the 
contract of insurance itself;

• Within our group for administrative purposes;

• As required in order to give effect to contractual arrangements 
we have in place with any insurance broker and/or intermediary 
through which you have arranged this policy;

• With healthcare providers in the context of any relevant claim 
being made against your policy;

• If we appoint a third party to process and settle claims under 
the policy on our behalf, in which case we will make your 
personal information available to them for the purposes of 
processing and settling such claims;

• With our third party service providers (including hosting/storage 
providers, research agencies, technology suppliers etc.); 

• With our reinsurers (and brokers of reinsurers) in connection 
with the normal operation of our business;

Sometimes your personal information may be sent to other parties 
outside of the European Economic Area (EEA) in connection with the 
purposes set out above. We will take all reasonable steps to ensure 
that your personal information is treated securely and in accordance 
with this Privacy Notice, and in doing so may rely on certain “transfer 

mechanisms” such as the EU-US Privacy Shield, and the standard 
contractual clauses approved by the European Commission. If you 
would like further information please contact us.

Which decisions made about you will be automated?
Before we can offer you an insurance product or service, we may 
need to conduct the following activities, which involve automated 
(computer based) decision-making:

• Pricing and Underwriting – this process calculates the 
insurance risks based on the information that you have supplied. 
This will be used to calculate the premium you will have to pay.

• Credit Referencing – using the information given, calculations 
are performed to evaluate your credit rating. This rating will help 
us to evaluate your ability to pay for the quoted products and 
services.

• Automated Claims – some small claims may qualify for 
automated processing, which will check the information you 
provide, resulting in a settlement or rejection of your claim.

The results of these automated decision-making processes may 
limit the products and services we can offer you. If you do not agree 
with the result, you have the right to request that we perform a 
manual reassessment using the same information that you originally 
provided. If you wish to do so please contact us.

For how long will we keep your information?
Your personal information will be retained under one or more of the 
following criteria:

• Where the personal information is used to provide you with 
the correct insurance cover, which will be kept as long as it is 
required to fulfil the conditions of the insurance contract.

• Where the use of your personal information for a specific 
purpose is based on your consent, it will be kept for as long as 
we continue to have your consent.

• Where, for a limited period of time, we are using some of your 
information to improve the products or services we provide. 

• For as long as your information is required to allow us to 
conduct fraud and/or criminal checks and investigations. 

Your information is incorrect what should you do? 
If you hold a product or service with us and think that the 
information we hold about you is incorrect or incomplete, please 
contact us and we will be happy to update it for you. 

What are your rights over the information that is held 
by RSA?
We understand that your personal information is important to you, 
therefore you may request the following from us to:

1 Provide you with details about the personal information we 
hold about you, as well as a copy of the information itself in a 
commonly used format. [Request Ref: DSR 1]

2 Request your personal information be deleted where you 
believe it is no longer required. Please note however, we 
may not be able to comply with this request in full where, 
for example, you are still insured with us and the information 
is required to fulfil the conditions of the insurance contract. 
[Request Ref: DSR 2]
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3 Request the electronic version of the personal information you 
have supplied to us, so it can be provided to another company. 
We would provide the information in a commonly used 
electronic format. [Request Ref: DSR 3]

4 Request to restrict the use of your information by us, under the 
following circumstances [Request Ref: DSR 4]:

A) If you believe that the information we hold about you is 
inaccurate, or;

B) If you believe that our processing activities are unlawful and 
you do not want your information to be deleted.

C) Where we no longer need to use your information for the 
purposes set out in this Privacy Notice, but it is required for 
the establishment, exercise or defence of a legal claim. 

D) Where you have made an objection to us (in accordance 
with section 5 below), pending the outcome of any 
assessment we make regarding your objection.

5 Object to the processing of your data under the following 
circumstances [Request Ref: DSR 5]:

A) Where we believe it is in the public interest to use your 
information in a particular way, but you disagree. 

B) Where we have told you we are using your data for our 
legitimate business interests and you believe we shouldn’t 
be (e.g. you were in the background of a promotional video 
but you did not agree to be in it.)

In each case under section 5 above, we will stop using your 
information unless we can reasonably demonstrate legitimate 
grounds for continuing to use it in the manner you are 
objecting to. 

If you would like to request any of the above, please contact us  
and submit a written request, including the request reference  
(e.g. DSR 1), as this will speed up your request. To ensure that we 
do not disclose your personal information to someone who is not 
entitled to it, when you are making the request we may ask you to 
provide us with:

• Your name;

• Address(es);

• Date of birth;

• Any policy IDs or reference numbers that you have along with  
a copy of your photo identification.

All requests are free of charge, although for requests for the 
provision of personal information we hold about you (DSR1) we 
reserve the right to charge a reasonable administrative fee where, 
we believe an excessive number of requests are being made. 
Wherever possible, we will respond within one month from receipt 
of the request, but if we don’t, we will notify you of anticipated 
timelines ahead of the one month deadline. 

Please note that simply submitting a request doesn’t necessarily 
mean we will be able to fulfil it in full on every occasion – we are 
sometimes bound by law which can prevent us fulfilling some 
requests in their entirety, but when this is the case we will explain 
this to you in our response. 

Our Privacy Notice
If you have any queries regarding our Privacy Notice please  
contact us and we will be happy to discuss any query with you.  
Our Privacy Notice will be updated from time to time so please 
check it each time you submit personal information to us or  
renew your insurance policy.

How you can contact us about this Privacy Notice?
If you have any questions or comments about this Privacy Notice 
please contact:

The Data Protection Officer 
RSA 
Bowling Mill 
Dean Clough Industrial Park 
Halifax 
HX3 5WA

You may also email us at crt.halifax@uk.rsagroup.com. 

How you can lodge a complaint?
If you wish to raise a complaint on how we have handled  
your personal information, please send an email to  
crt.halifax@uk.rsagroup.com or write to us using the address 
provided. Our Data Protection Officer will investigate your complaint 
and will give you additional information about how it will be 
handled. We aim to respond in a reasonable time, normally 30 days.

If you are not satisfied with our response or believe we are not 
processing your personal information in compliance with UK Data 
Protection laws, you may lodge a complaint to the Information 
Commissioner’s Office, whose contact details are;

Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF
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The Terrorism Insurance section is restated as follows:

All Risks Terrorism Insurance

Notwithstanding any provisions to the contrary within this Policy the 
insurance in respect of all items insured by the Applicable Sections is 
extended to include Terrorism Insurance as specified below

This Policy includes Damage or loss resulting from Damage to 
Property and consequential loss resulting therefrom in so far and 
to the extent that it is insured by this Policy in the Territories stated 
below caused by or resulting from an Act of Terrorism, where any 
Act of Terrorism within Great Britain must be certified as such by  
HM Treasury or a tribunal as may be agreed by HM Treasury

provided always that Terrorism Insurance is

A) subject to Exclusions 1-3 below

B) not subject to any other exclusions stated in this Policy 

provided also that the Company’s liability in any one Period of 
Insurance shall not exceed

A) in the whole the total Sum Insured

B) in respect of any item its Sum Insured or any other stated Limit 
of Liability specified in the Schedule or elsewhere in this Policy

whichever is the lower subject always to the limit(s) applying to 
Terrorism Insurance shown against the Territories stated below after 
the application of all the provisions of the insurance including any 
Insured’s Contribution

Territory      Limit of Liability

1. Great Britain    As otherwise specified in this Policy

2. A) The Channel Islands As otherwise specified in this Policy   
       but not exceeding

 B) The Isle of Man  in total £10,000,000

3. Elsewhere in the world Not insured

Exclusions
Terrorism Insurance does not cover

1 Riot civil commotion War and Allied Risks

any loss whatsoever or any consequential loss directly or 
indirectly occasioned by or happening through or in consequence 
of riot civil commotion war invasion act of foreign enemy 
hostilities (whether war be declared or not) civil war rebellion 
revolution insurrection or military or usurped power

2 Electronic Risks

any loss whatsoever directly or indirectly caused by  
or contributed to by or arising from or occasioned by or 
resulting from

A) Damage to or the destruction of any Computer System

or

B) any alteration modification distortion erasure or corruption 
of Data

in each case whether the property of the Insured or not where 
such loss is directly or indirectly caused by or contributed to by 
or arising from or occasioned by or resulting from Virus or Similar 
Mechanism or Hacking or Phishing or Denial of Service Attack

3 Nuclear Risks and Chemical Biological and Radiological 
Contamination

in respect of

i) property situated in the Channel Islands and the Isle  
of Man

ii) Residential Property insured in the name of a Private 
Individual

any loss whatsoever or any expenditure resulting or arising 
therefrom or any consequential loss directly or indirectly caused 
by or contributed to by or arising from

A) the radioactive toxic explosive or other hazardous 
properties of any explosive nuclear assembly or 
nuclear component thereof

B) ionising radiation or contamination by radioactivity or 
from the combustion of any radioactive material

C) chemical and/or biological and/or radiological irritants 
contaminants or pollutants

Special Provision

‘Cyber Terrorism’
This Special Provision applies only to Property situated within Great 
Britain only and does not apply to Residential Property insured in the 
name of a Private Individual

Exclusion 2A) and 2B) above shall not apply to any Covered Loss 
provided that such Covered Loss

This is only applicable where the Terrorism Insurance cover is shown as operative  
in the schedule.
Following a review of their cover, Pool Re has widened the scope of Terrorism Insurance to provide for increased coverage following cyber 
terrorism losses. Cover is extended where certain defined perils operate resulting from damage to Computer Systems or alteration of Data.

There are also new definitions of Covered Loss, Computer Systems, Data and Property.

The amended wording will apply from the Policy renewal date.
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i. results directly (or solely as regards ii. c) below indirectly) from 
fire explosion flood escape of water from any tank apparatus 
or pipe (including any sprinkler system) impact of aircraft or 
any aerial devices or articles dropped from them impact of any 
sea-going or water-going vessel or of any vehicle whatsoever 
or of any goods or cargo carried in or on such vessel or 
vehicle destruction of damage to or movement of buildings or 
structures plant or machinery other than any Computer System

 and

ii. comprises

a) the cost of reinstatement replacement or repair in respect 
of damage to or destruction of Property insured by the 
Insured

or

b) the amount of business interruption loss suffered directly 
by the Insured by way of loss of or reduction in profits 
revenue or turnover or increased cost of working as a direct 
result of either

i. damage to or destruction of Property insured by the 
Insured

or

ii. as a direct result of denial prevention or hindrance of 
access to or use of the Property insured by the Insured 
by reason of an Act of Terrorism causing damage to 
other Property within one mile of the Property insured 
by the Insured to which access is affected

or 

c) the amount of loss caused by the cancellation 
abandonment postponement interruption curtailment 
or relocation of an event as a result of damage to or 
destruction of Property and any additional costs or charges 
reasonably and necessarily paid by the Insured to avoid or 
diminish such loss

 and

iii. is not proximately caused by an Act of Terrorism in relation to 
which the relevant organisation or any persons acting on behalf 
of or in connection with that organisation are controlled by 
acting on behalf of or part of any de jure or de facto government 
of any nation country or state

The meaning of Property for the purposes of this Special Provision 
shall (additionally to those exclusions within the definition of 
Property below) exclude

A. any money (including Money as defined within this Policy) 
money currency electronic cryptographic or virtual 
currency including Bitcoin or anything similar negotiable or  
non-negotiable instruments financial securities or any other 
financial instrument or any sort whatever

and

B. any Data

Notwithstanding the exclusion of Data from Property to the extent 
that Damage to or destruction of Property within the meaning of 
ii. within this Special Provision indirectly results from any alteration 
modification distortion erasure or corruption of Data because the 
occurrence of one or more of the matters referred to in i. within 
this Special Provision results directly or indirectly from any alteration 

modification distortion erasure or corruption of Data that shall not 
prevent cost or business interruption loss directly resulting from 
Damage to or destruction of such Property from being recoverable 
under this Special Provision

In no other circumstances than the previous paragraph however 
will any loss or losses directly or indirectly caused by contributed to 
by or arising from or occasioned by or resulting from any alteration 
modification distortion erasure or corruption of Data be recoverable 
under this Terrorism Insurance

Definitions
Act of Terrorism means

acts of persons acting on behalf of or in connection with any 
organisation which carries out activities directed towards the 
overthrowing or influencing by force or violence of Her Majesty’s 
government in the United Kingdom or any other government de jure 
or de facto

Computer Systems means

a computer or other equipment or component or system or item 
which processes stores transmits or receives Data

Covered Loss means

all losses arising under this Policy as a result of Damage to or the 
destruction of Property in the Territory the proximate cause of which 
is an Act of Terrorism

Damage means

accidental loss destruction or damage

Data means

data of any sort whatever including without limitation tangible 
or intangible data and any programs or software bandwidth 
cryptographic keys databases documents domain names or 
network addresses or anything similar files interfaces metadata 
platforms processing capability storage media transaction gateways 
user credentials websites or any information whatsoever

Denial of Service Attack means

any actions or instructions constructed or generated with the 
ability to damage interfere with or otherwise affect the availability 
or performance of networks or network services or network 
connectivity or Computer Systems

The definition of Denial of Service Attack includes but is not limited 
to the generation of excess traffic into network addresses and the 
exploitation of system or network weaknesses and the generation 
of excess or non-genuine traffic between and amongst networks 
and the procurement of such actions or instructions by other 
Computer Systems

Great Britain means

England Wales and Scotland but not the territorial seas adjacent to 
(as defined by the Territorial Sea Act 1987)

Hacking means

unauthorised access to any Computer System whether the property 
of the Insured or not

Nuclear Installation means

any installation of such class or description as may be prescribed 
by regulations made by the relevant Secretary of State from time 
to time by statutory instrument being an installation designed or 
adapted for
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A) the production or use of atomic energy

or

B) the carrying out of any process which is preparatory or ancillary 
to the production or use of atomic energy and which involves or 
is capable of causing the emission of ionising radiations

or

C) the storage processing or disposal of nuclear fuel or of bulk 
quantities of other radioactive matter being matter which has 
been produced or irradiated in the course of the production or 
use of nuclear fuel

Nuclear Reactor means

any plant (including any machinery equipment or appliance whether 
affixed to land or not) designed or adapted for the production of 
atomic energy by a fission process in which a controlled chain 
reaction can be maintained without an additional source of neutrons

Phishing means

any access or attempted access to Data made by means of 
misrepresentation or deception

Private Individual means

any person including

A) beneficiaries of or trustees of a trust where insurance is 
arranged under the terms of a trust

or

B) beneficiaries or executors of a will

or

C) sole traders

where Residential Property is occupied by a beneficiary or trustee 
of a trust, or a beneficiary or executor of a will or sole trader as their 
private residence(s) unless more than 20% commercially occupied

The definition of Private Individual shall include two or more persons 
where insurance is arranged in their several names and/or the title of 
the Insured includes the name of a bank or building society or other 
financial institution for the purpose of noting their interest in the 
Property Insured

Property means

Property Insured (as defined within the Property Damage Insurance 
section of this Policy) and any other property whatsoever but 
excluding

A) any Nuclear Installation or Nuclear Reactor and all fixtures and 
fittings situated thereon and attached thereto and all pipes 
wires cables drains or other conduits or service media of any 
description which are affixed or connected to or in any way 
serve such Nuclear Installation or Nuclear Reactor

Residential Property means

houses and blocks of flats and other dwellings (including household 
contents and personal effects of every description)

Virus or Similar Mechanism means

any program code programming instruction or any set of 
instructions constructed with the purpose and ability or purposely 
used to damage interfere with adversely affect infiltrate or monitor 
computer programs Computer Systems Data or operations whether 
involving self-replication or not

The definition of Virus or Similar Mechanism includes but is not 
limited to trojan horses worms and logic bombs and the exploitation 
of bugs or vulnerabilities in a computer program to damage interfere 
with adversely affect infiltrate or monitor as above

Special Conditions

1 In any action suit or other proceedings where the Company 
alleges that any Damage or loss resulting from Damage is not 
covered by this Terrorism Insurance the burden of proving that 
such Damage or loss is covered shall be upon the Insured

2 Any terms in this Policy which provide for adjustments of 
premium based upon declarations on expiry or during the 
Period of Insurance do not apply to Terrorism Insurance

3 If this Policy is subject to any Long Term Agreement/Undertaking 
it does not apply to Terrorism Insurance

All the terms definitions provisions conditions and extensions of this 
Policy apply except in so far as they are hereby expressly varied

If you require additional information please contact your usual insurance adviser or RSA at the address stated in your policy.

Please attach this document to your Policy wording and retain in a safe place for future reference.
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